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1. EXN=FhSH
« {api-gateway-host}
leimg

o {unified_domain}
gi—ig4 , I RCF AR A REriEAL
e
WIALMIZOE ¢ http://new.hbeducloud.com
AR :

oimg
o {sdp-app-id}
BEMNE AP E-FRIOS-#EOAA | A :
2HIZEEfE , FEAUFFAEAN. BRARAURE
o IRAVRLHEEN

1) PHERARSRE

1. http://{unified_domain}/openplatform/connect?sdp-app-id={sdp-app-id}&response_type={response_type}&acces
s_key_id={access_key_id}&redirect_uri={redirect_uri}&scope={scope}&state={state}&type={type}

ZWA BEWM FKE AR
sdp-app-id = string  FFCFAR AR (RERARAL)
access_key id & string N AM—RR, N BEME BRI RTEE i
redirect_uri 72 string B IHIERAAAL, o
Heig 4 s & N R ES R 2184
response_type = & string gAY | BN SFEcode
scope a string | Scope-base (&HNM‘]’A%\%\E)
Sscope_userinfo (FREURAIFIIMESR)
state i string  SR=ANABITTA , ATRMERBEHF RS
type = string  h5 WA , NMEAWebTH , 1£'h5 Ah5TH
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http://new.hbeducloud.com/

TR

B AT T A kS 0a1R [E1302 FiEm 2N A i {redirect_uri} A FH B _EcodeFstate 34

{redirect_uri}?code={code}&state={state}

2) #R#Ecodei Hlaccess_token

1. http://{api-gateway-host}/oauth/access_token

FcodefFidsk , FREUR [Albody fljaccess_tokenfllopen_id, Javafthd/rfpl :

public Object auth(@RequestParam("code") String code) throws IOException {

1
2 if (StringUtils.isBlank(code)) {
3. return "code is null";
4 }
5. HttpClient httpClient = NdHttpClientBuilder.getHttpClient(ACCESS_KEY_ID, SECRET_ACCESS_ID);//1t.3¢ms
dkd it
6. JSONObject obj = new JSONObject();
7. obj.put("access_key_id", ACCESS_KEY_ID);
8. obj.put("secret_access _key", SECRET_ACCESS_ID);
9. obj.put("code", code);
10. obj.put("grant_type", "authorization_code")
1. HttpPost request = new HttpPost(API_GATEWAY_HOST + "/oauth/access_token");
12. request.setHeader ("Content-Type", "application/json");
13. StringEntity entity = new StringEntity(obj.toString());
14, request.setHeader ("sdp-app-id", SDP_APP_ID);
15. request.setEntity(entity);
16. HttpHost httpHost = HttpHost.create(API_GATEWAY_HOST);
17. HttpResponse httpResponse = httpClient.execute(httpHost, request);
18. if (httpResponse.getStatusLine().getStatusCode() == 200) {
19. String result = EntityUtils.toString(httpResponse.getEntity());
20. return JSONObject.parseObject(result);
21. }
22. return EntityUtils.toString(httpResponse.getEntity());
23 }
R [E1Z%
B ax

access_token R4hE , BOEREE , B8 7 X
expires_at access_token BT HART(E]

refresh_token AT R#r access_token , B H 60 X

open_id B FE—RR
server_time AR5z 018)
o ticketiEN

1) APEXEEHERFE  HAB=ZANMA

APRENE=FG , BEHE - FEKA3028IFE =712 4tinhttpibit |, FFMdHrticketS % , 40 : {redirect_uri}?ticket={ticket}

usf
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RN

2) #RiREticketikEaccess_token

1. http://{api-gateway-host}/oauth/access_token

FticketiEid 3k |, FREUR [B]lbodyF fljaccess_tokenFllopen_id, JavafthL/Rl :

public Object authTicket(String ticket) throws IOException {

1
2 if (StringUtils.isBlank(ticket)) {
3. return "ticket is null";
4 }
5. HttpClient httpClient = NdHttpClientBuilder.getHttpClient(ACCESS_KEY_ID, SECRET_ACCESS_ID);//t3¢Hs
dkig
6 JSONObject obj = new JSONObject();
7. obj.put("access_key_id", ACCESS_KEY_ID);
8. obj.put("secret_access_key", SECRET_ACCESS_ID);
9. obj.put("ticket", ticket);
10. obj.put("grant_type", "ticket");
1. HttpPost request = new HttpPost(API_GATEWAY_HOST + "/oauth/access_token");
12. request.setHeader("Content-Type", "application/json")
13. StringEntity entity = new StringEntity(obj.toString());
14. request.setHeader ("sdp-app-id", SDP_APP_ID);
15. request.setEntity(entity);
16. HttpHost httpHost = HttpHost.create(API_GATEWAY_HOST);
17. HttpResponse httpResponse = httpClient.execute(httpHost, request);
18. if (httpResponse.getStatusLine().getStatusCode() == 200) {
19. String result = EntityUtils.toString(httpResponse.getEntity());
20. return JSONObject.parseObject(result);
21. }
22. return EntityUtils.toString(httpResponse.getEntity());
23 }
R [E12%
2 ax

access_token  ARIShE , HOVEAAEIE , BRI 7 X
expires_at access_token T HAR(E]

refresh_token AT RIH access_token , H#HE 60 X

open_id A FE—FRR
server_time RS- 2505 ]E]

3T R AT EkERE Jaccess_tokenFlopen_id., FRERFA FHIEAEE

1. http://{api-gateway-host}/base/get_user_info

Javaf{RG7RAf
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1. public Object getUserInfo(String openid, String accessToken) throws IOException {
2. HttpClient httpClient = NdHttpClientBuilder.getHttpClient(ACCESS_KEY_ID, SECRET_ACCESS_ID);//k2egsdk
Feft
JSONObject obj = new JSONObject();
obj.put("open_id", openid);
obj.put("access_token", accessToken);
6. HttpPost request = new HttpPost(API_GATEWAY_HOST + "/base/get_user_info");
7. request.setHeader ("Content-Type", "application/json");
8. StringEntity entity = new StringEntity(obj.toString());
9 request.setHeader ("sdp-app-id", SDP_APP_ID);
0 request.setEntity(entity);
1. HttpHost httpHost = HttpHost.create(API_GATEWAY_HOST);
2. HttpResponse httpResponse = httpClient.execute(httpHost, request);
3 if (httpResponse.getStatusLine().getStatusCode() == 200) {

[ I NN

14. String result = EntityUtils.toString(httpResponse.getEntity());
15. return JSONObject.parseObject(result);
16. }
17. return EntityUtils.toString(httpResponse.getEntity());
18. }
R [E12%
2 aNX

FF AR S0 MRS N AR PRHE—ARR |
RspRC— BRI A~

open_id

nick_name WK
avatar_url &

gender MRI1: 8 ,2: %, 0: KM

4. ShET]ERERL | [TLESRE RN
1. http://{api-gateway-host}/oauth/refresh_token

BEERAUTIRERIrefresh_tokenSMNINEAMRSEEN |, JavafRRLRA) :

1. public Object refresh(String refreshToken) throws IOException {

2. HttpClient httpClient = NdHttpClientBuilder.getHttpClient(ACCESS_KEY_ID, SECRET_ACCESS_ID);//kt2&Fsdk
Fefit

3 JSONObject obj = new JSONObject();

4. obj.put("access _key_id", ACCESS_KEY_ID);

5. obj.put("refresh_token", refreshToken);

6 obj.put("grant_type", "refresh_token");

7 HttpPost request = new HttpPost(API_GATEWAY_HOST + "/oauth/refresh_token");

8. request.setHeader ("Content-Type", "application/json");

9. StringEntity entity = new StringEntity(obj.toString());

10. request.setHeader ("sdp-app-id", SDP_APP_ID);

1. request.setEntity(entity);

12. HttpHost httpHost = HttpHost.create(API_GATEWAY_HOST);

13. HttpResponse httpResponse = httpClient.execute(httpHost, request);

AR {E FAMinDocHEE- 21 -
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14. if (httpResponse.getStatusLine().getStatusCode() == 200) {

15. String result = EntityUtils.toString(httpResponse.getEntity());
16. return JSONObject.parseObject(result);
17. }
18. return EntityUtils.toString(httpResponse.getEntity());
19. }
R[ES%
B ax

access_token R4hE , BOEREE , B8 7 X
expires_at access_token BT EART(E]

refresh_token AT R#r access_token , B H 60 X

open_id B FE—RR
server_time AR5 25 0E]

iR [a]faccess_tokenSE H BRI hE |, refresh_token®] FASE IR 48R4
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J\TRBIAES

J\TRBIES
Java client sdk FZX

5 TFE T2k
WEEARIEAD FEEFEAME , TEERA)
. FREN
1. http://{api-gateway-host}/base/subjects
ZEORMAPTX | TEH A% open_idflaccess_token , JavafREL7RE :

1. public Object subjects() throws IOException {
2. HttpClient httpClient = NdHttpClientBuilder.getHttpClient(ACCESS_KEY_ID, SECRET_ACCESS_ID);//1tZ&rsdk

feftt

3. HttpGet request = new HttpGet(API_GATEWAY_HOST + "/base/subjects");
4. request.setHeader("Content-Type", "application/json");

5. request.setHeader ("sdp-app-id", SDP_APP_ID);

6. HttpHost httpHost = HttpHost.create(API_GATEWAY_HOST);

7. HttpResponse httpResponse = httpClient.execute(httpHost, request);
8. if (httpResponse.getStatusLine().getStatusCode() == 200) {

9. String result = EntityUtils.toString(httpResponse.getEntity());
10. return JSONObject.parseArray(result);

11. }

12. return EntityUtils.toString(httpResponse.getEntity());

13. }

o EWAFAERRNFERS IR

1. http://{api-gateway-host}/base/schools/actions/search

YHEOMB X , FEHSME N idp-open-idFlidp-access-token , iZE|header® , iR open_idfllaccess_token, Javaft
A7RAB

. public Object schoolsPrivate(
Integer offset,
Integer limit,
String name,
String openid,
String accessToken) throws IOException {
HttpClient httpClient = NdHttpClientBuilder.getHttpClient(ACCESS_KEY_ID, SECRET_ACCESS_ID);//kt2&Fsdk
FRft
8. HttpPost request = new HttpPost(String.format(API_GATEWAY_HOST + "/base/schools/actions/search?$offset
=%s&$limit=%s", offset, limit));
9. request.setHeader ("Content-Type", "application/json");
10. request.setHeader ("sdp-app-id", SDP_APP_ID);

- o A W N -
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J\TRBIAES

1. request.setHeader("idp-open-id", openid);

12. request.setHeader("idp-access-token", accessToken);

13. JSONObject obj = new JSONObject();

14. obj.put("name", name);

15. StringEntity entity = new StringEntity(obj.toString());
16. request.setEntity(entity);

17. HttpHost httpHost = HttpHost.create(API_GATEWAY_HOST);
18. HttpResponse httpResponse = httpClient.execute(httpHost, request);

19. if (httpResponse.getStatusLine().getStatusCode() == 200) {

20. String result = EntityUtils.toString(httpResponse.getEntity());
21. return JSONObject.parseArray(result);

22. }

23. return EntityUtils.toString(httpResponse.getEntity());

24, }
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o 4% : HMAC signature cannot be verified, a valid date or x-date header is required for HMAC Authentication,
il AT -
TEXH sdk FILT , 1B% EFSINARZER K | ARRSFEXT LA PR R TAER AR | AT AR AR IE AL 3 A
RPATfR IR,
REXHE sdk BT, BEERFAECERMELE. HFEERTEIHERMTH java client sdk , HESTIUS%E Java
RIS B O MERERETE.
Java client sdk FakERE
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[3AR] FrFaRBRE [KSH/0]

o FFCFA-IS T ORMET OAuth2. ORHRA MM ; OAuthiIBIAR BRI 2 I, #fi# T2 OAuth 2.0 #Y

o BE  KSHOIRENAPINS B A XAED ; RN ENARY T ER ffoauthfaccess_token
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(] E=FA%EF (cauth) EATEm

[#FZA] E=A%K (oauth) FEAISEE

1. 1k

AXMERAMESHBFANEZANAIFAE , SEETHNES KRN, RO NERNFIESTFRENE =/
N REMEEERE T FARA NSRS,

2. K&t

7] P

T Ak S 0% N AR PRE—RR |
RRARC— AR P

open_id
access_token  FFRTFAMKS P OMMA L N KA TE B RIFEEZO KRS hE
code ARG

oauth?2 — AR IR MY https://oauth.net/2/

3. AR

BZANBEASTFRFAFTRARTPE RIVEEBEN ALK, NANE, MAEE. MA 0G0, MAKRRAS
28 (RXEREHITAE) |

FriTFamZIBIT e AAccess Key ID(AK)SSecret Access Key(SK) , HA N FIRMAZ SRR FEN FARIAR 5.

4. RS MRS &

BE=ZANBILEEHE T FAKSEANRRNE = ETRE , MAFTEMNSHMNT
(1) ER=ZAEREHIE. HIEFHREEREEAE I FAKSKRERHER
(2) XABERGEXSEEHEFAE FIRFAIKSTHO 333k , B5em TP A IS O HREIRAED
(3) BT HRANGHRARI[R) & b8
(4) BEVIRSHEHRIERES , tWAFEER.

4.1 SRRREKRT Fr

ERNFEEFHA6.1,6.2,6.3,6.4F0

5 FFH%& MEEZHERFE (A0 : BEMZB0E, WA
KA E = , WAL /ﬂJ"‘*)

BEZANAEY FRFAKSTO NEENSISEEHEFAERER , IRFETEEHEFAERRF , A%
=AM BHTHE AL B=F Y BHRESIFREN M T
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[FM] E=FAEF (oauth) EAIER

1) BWEESHE S FANEE=7 N A URL (58I ATEER ticket
2) BT ticket M FFTFEANKS #EARShE access_token

3) MIT access_token EKEIR APl , AR FEES

4) BT A RRLERARIELL access_token FHHA

5.1 & AEIRES Fr

IRANFFEEM 6.2, 6.3, 6.4 %M

6. FFFaksSH0 HAEX
BIAAE

o RBIEERRBAIE LT , POSTHIAIRATHIESK ZRA : http header Content-Type: application/json; ¥3EAjsonf& 4238

B

HTTP HEADER :

1. Accept: application/json
2. Content-Type: application/json

BODY DATA:

"access_key_id": "9xxxad82-XXXX-0000-XXXX-02d26bc31db6",
"secret_access_key": "XX56aab7c3d6424582af8067XXXXXXX",
"ticket": "XXXXAAAA-XXXX-4e7e-0000-0b9a92ca2b3d",
"grant_type": "ticket"

[ S, T U UV NC R

FrEEAEREFEHMackE L VR DAIE] FFeF A APIFIAIE A

6.1 FREUSZAEL WM
1ESKURL:

o http://{unified_domain}/openplatform/connect?sdp-app-id={sdp-app-id}response_type={response_type}&access_key_id=

{access_key_id}&redirect_uri={redirect_uri}&scope={scope}&state={state}&type={type}

BHRAR
. GET
BRSH
W4 par D it WiAA
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http://%7Bunified_domain%7D/openplatform/connect?sdp-app-id={sdp-app-id}response_type={response_type}&access_key_id={access_key_id}&redirect_uri={redirect_uri}&scope={scope}&state={state}&type={type}

[FM] E=FAEF (oauth) EAIER

e ALV KR

sdp-app-id = string
access_key_id 2 string
redirect_uri 2 string
response_type = string

= .
scope 2 string
state = string
type & string
RE 2%

UiEA
FCFAEI PR RERTRT)
7 FAME—#RR, N R B R FF A & 43 e

AN B,
Hepig & WAt & N REMIHAS N R 284
a2 2R, B RS Zcode

scope_base (FREUFHKATHEER)
Sscope_userinfo (FREVREIFL{ES)

B=ANABTTE , JMERBIFR S

h5 TH , AMEAwebTH , {£'h5 AhSTE

o BRASHIFRTFAKSHORIRME302 FE M EN AR ftH{redirect_uri) WA B _LcodeHstate 3%

{redirect_uri}?code={code}&state={state}

o HRFEILRN , NEER GARET Lcodes ¥k |, (&t _Lstates¥i{redirect_uri}?state=(state}

*Fscope

o scopebMRAN AERAERE , B L MEMBAERNR , BT AAKRE
« scope_base: K{FIHE B Utm A AR R B AFEEN ANREREAEEWEH , K& , 1H3))

6.2 FKEL(A) 4 hE
ESKURL:

o http://{api-gateway-host}/oauth/access_token

ERAR
« POST
BRESE
¥4 par V] it
access_key_id £ string
secret_access_key 2 string
ticket Zik— string
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http://%7Bapi-gateway-host%7D/oauth/access_token

[FM] E=FAEF (oauth) EAIER

ooy (2 EEHM Mg BED |, grant_type 1% authorization_code B
grant_type i string  FFANEERY | EE{E authorization_code BY; ticket

4

ESRRfI[ticket /73 , codeZ&fl] (body)

HTTP HEADER

1. Accept: application/json
2. Content-Type: application/json

HTTP BODY

1
2. "access_key_id": "9xxxad82-0000-4b83-aca7-02d26bc31db6",
5. "secret_access_key": "XX56aab7c3d642458f2af8067ab0869%e",
4. "ticket": "191fc3b5-DDDD-XXXX-0000-0b9a92ca2b3d",

5. "grant_type": "ticket"

2% P

access_token  jla)&hE  #HOFERAEE , A¥d 7 X
expires_at access_token FITTHART (]
refresh_token FATRI#T access_token , H¥HA 60 X
open_id AR FE—HRA

server_time BRSS-Z5 ()

6.3 2454
TESKURL:

o http://{api-gateway-host}/oauth /refresh_token
BRAR :

« POST
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http://%7Bapi-gateway-host%7D/oauth/refresh_token

[FM] E=FAEF (oauth) EAIER

2. "access_key_id":"1d1fbd2d-8d12-4c89-9979-7418fb41b362",
3. "refresh_token":"28f705cd-ba7e-467b-a596-507fcd452eeb",
4. "grant_type":"refresh_token"
5. }
¥4 BRI KR 1t
access_key_id B string N AM—R, N AR BRI RTFEE i
o _ JAEIET access_token FREVZEIM] refresh_token
refresh_token FE string
2%
grant_type 2 string [EE3H refresh_token XNFIFE
R[EZ%
e ax

access_token  ilAl&hE , FAWAEIE , B 7 X
expires_at access_token BT HARE]
refresh_token ~ FTFRIHT access_token , ¥ 60 X
open_id BN FE—RR

server_time RSS2 ()

6.4 KA PAFER
J&SKURL:

o http://{api-gateway-host}/base/get_user_info

ERAR :
« POST
RS
1. {
2. "open_id":"66d37f73-bedb-4225-ale5-aea24c4035ab",
3. "access_token":"28f705cd-ba7e-467b-a596-507fcd452eeb"
4, }
e ELOM KR 1tEA
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(AR B=FEFR

WL
open_id

access_token

open_id

nick_name
avatar_url

gender

(oauth) #FEATER

R FE—HRR

TIRI&RE , EAEAEIE

EEME ¥R W
2 string
2 string

ax

FF AR S0 MRS N IR PRHE—ARR |

FsARc — N RARI A

W R
kg

MA1:8,2:%,0: KA

6.5 FREticket T M
ESKURL:

o http://{unified_domain}/openplatform/ticket?redirect_url={redirect_url}&__mac={__mac}

ERAR
. GET
BRSE
W% BAM R 1iAA
__mac b string  RIIEARNERAUERMY
redirect_ url 2 string  F=ANHAKTENttp Hlt
R[E S :

o FRBINFHRFEAKSHOAIRE302 B MEIN AR MM {redirect_urlREF B _EticketS%k

{redirect_uri}?ticket={ticket}
BN

« http://new.hbeducloud.com/openplatform/ticket?redirect_url=http://FAYIFEH /course/&__mac={__mac}

« http 302 BYEEZEFRYGITH I BT AR SKticketZ 8
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[EM] E=FA%EF (oauth) EAIERS

o http://FEYEEEHT /course/?ticket={real-ticket}

7. B )\t

{api-gateway-host}
HHRAR
{unified_domain}

S84 , BFFRE AN A NENSA
o

SHAEMIZ0E © http://new.hbeducloud.com
HEAR :

8. FAGLEIMIEA(scope)

T A k-SSR AEAGEE 5 fscope_base (RREVMREIAFHEE) Sscope_userinfo CGRREVRHIFAEE)
Hrhscope_base ABRABEACTEE

B B2 scope #/iE

/78 - scope_base

k& - scope_base

el - scope_base

HH - scope_userinfo
mEMm , FAEF,
BN R PR A LRF A
HES% ,

FAEFER PIER I RS

. UC , RB ,
SR - scope_userinfo (4 AC, DAC)

BRAENAG;
R P E 5 2EE AR RITFUCHIZE
EEA
MAEHE Rt A ETRBACEKD
ACHENHAE

ZR20 g—14&{EHR  scope_userinfo

ZHER LHIR AR scope_userinfo
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[EM] E=FA%EF (oauth) EAIERS

Rt

4A40

7\

2R

PTET Rig12

PTET Rig12

BT Rk

9.sdp-app-idEFNE : ARFEE-FAXHE-#EOER | 20&

2

FT7ERE,
(AHXE)

PSR (R,
G, EEH)

TRAR

i

I\

(BNFELR | F4R)

TRz
(x&=4n -
KT RBHR/

T RABFR/

/ARABERZFR)
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scope_userinfo

scope_userinfo

scope_userinfo

scope_userinfo
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[##2] i#idcodeFkBRaccess_token R~

[#%4%] BT codeixBlaccess_tokens~4l

1. BRequestMapping(value = "/home", method = RequestMethod.GET)//FEE R EMIDPHIEIE I redirect_uri

2. public Object get(@RequestParam("code")String code) throws IOException {

3. if(StringUtils.isNotBlank(code)){

4. String accessKeyId = "xxxx";

5. String secretAccessId = "xxxx";

6. HttpClient httpClient = NdHttpClientBuilder.getHttpClient(accessKeyId, secretAccessId);//Bt2Epsdk
Fefit

7. JSONObject obj = new JSONObject();

8. obj.put("access_key_id", accessKeyld);

9. obj.put("secret_access_key", secretAccessld);

10. obj.put("code", code);

1. obj.put("grant_type", "authorization_code");

12. HttpPost request = new HttpPost(API_GATEWAY_HOST+"/oauth/access_token");

13. request.setHeader ("Content-Type", "application/json");

14. StringEntity entity = new StringEntity(obj.toString());

15. request.setHeader ("sdp-app-id",SDP_APP_ID);

16. request.setEntity(entity);

17. HttpHost httpHost = HttpHost.create(API_GATEWAY_HOST);

18. HttpResponse httpResponse = httpClient.execute(httpHost, request);

19. if(httpResponse.getStatusLine().getStatusCode()==200){

20. String result = EntityUtils.toString(httpResponse.getEntity());

21. JSONObject token = JSONObject.parseObject(result,JSONObject.class);

2. return token;

23. }

2. return EntityUtils.toString(httpResponse.getEntity());

25. }

26. return "code is null";

7.}
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DAIE] FFcFa M AMIFRE . RSREE AR RN

AIE] FFFENARITRE. RFRAENER R

— i
N JAAFY
MRAFERE  MBRRIFRE RARR  EEFFEET T ARMMapi# T X IFR.

FiFa  BEHETTFARMNEAAFRENEATE  REMABEN, REFNGEEES.

MRSRMEE - MEMIFRE. REE  BIRMT —EMNBREEN | FFBEFRF AR TIEE” , DMEHBIFRERARIER.
EEAETIRF BRI —E MRS 7.

— . AIE

FREARIFEF Gapi, BERFELETIRTFETLEMRS | HFEIFLE—MHMACIAIER

BMNERBIRISECE i aAPIIAIER
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LAME] FFF & APIRIIAE SRR

[AE] JFReF A APIIATE RS

APRAVEEA
FF&REMIEE M AR ST Eapidti TR E , BIFAEARFMEL AR,

MFIANEAR , FEIBII{FEMAccess Key Id / Secret Access Key IR ATASREAE R MERKAZEE S, Access Key Id
(AK) FATH#RRAEF , Secret Access Key (SK) ZFFRTMENEFR R RT A RREIBNEFFRAES , HP Sk
MRE , RERAPNIFRTFEME.

YIFEFEEUEIRFRERE  ROCRERAERRSKMBEIRFAENGIAERINET R E | FF5RAERFBEHMINETH$
BETRLXY, SRINEFRERME , RGO FHETEE KRR | FFRITARKERE | RINEFHBERE |, REH 2%
BAEFFIR EIFARM,

Java client sdk FZk

B TFE
RVRIfR R
APRAME AT

o FFCFAAPHE AETINEF R BMHTTPIERELZHIKIIER A 54, MTEMHTTPER , BHEEHE T —MAEFHFER
JaIEEhttp headerf X MAEFHR B M EIEERT

o Z1EHTTP Headerh B ZIANIEF R &R

. &

HIR (%)

o A1 BFENEKSHEE] (AK/SK) |, IS MEBENSCE DN | 20 EAccess Key . Secret Access

4.2 SENMEERRINEK , B NEMNttp header{5E

1. Date: Thu, 22 Jun 2017 17:15:21 GMT
2. Authorization: hmac username="myUserName", algorithm="hmac-sha256", headers="date request-line host", signa
ture="ujWCGHeec9Xd6UD2z1yxiNMCiXnDOWeVFMu5VeRUxtw="

Hrb : Date, Authorizationtd AhttpX e A03E B KERE 2
Datefl35A] 2 I, https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers /Date

Authorization AR AEEKE R Bk
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https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/Date
https://cdncs.101.com/v0.1/download/actions/direct?dentryId=291338cd-6ed9-4cf2-8de3-e1ee9870bef5&serviceName=huayu_cs&attachment=true
http://gcdncs.101.com/v0.1/static/huayu_cs/openplatform_1592476342624/demo.zip?serviceName=huayu_cs&attachment=true

[AME] FFF & APIEKAE SR

4.2.1 username="myUserName” FfiimyUserName AIAIEMS , BIAK
4.2.2 digest=HMAC-SHA256(, “mySecret”) FfhimySecret A AIEFMR , BISK

4.2.3 signaturefE Z 520 E T datel5 8 , IRSIHE X date{5 BT IR , BEFHAI 5744

signatureffITEZHEINT :

. signing_string="date: Thu, 22 Jun 2017 17:15:21 GMT\nGET /requests HTTP/1.1\nhost: xxx.xxx.com"
. digest=HMAC-SHA256(<signing_string>, "mySecret")

. base64_digest=baseb4(<digest>)

. signature = baseb4_digest

O U R

signing_stringiftBR : B8] &K Mrequest-line iEsKkMhost , 40 : EEESRIED https://mvp.gw.101.com/oauth/access_token
POSTi&ESKE , Wisigning_string JA”date: Thu, 22 Jun 2017 17:15:21 GMT\nPOST /oauth/access_token HTTP/1.1\nhost:
mvp.gw.101.com” , X B Edate request-line host , 5_EMEHAuthorization: hmac username="myUserName”, algorithm="
hmac-sha256”, headers="date request-line host”, sighature="ujWCGHeec9Xd6UD2zlyxiNMCiXnDOWeVFMu5VeRUxtw="
headersfIF—B01T , TLREBIZERXMAF |, KISt ERIEheaders IR FfF 2 ILAL

{FHASDKAIXIER (M)
FF& AN SR AME B I AR ESDKRFEBN A X 05K , SDKESEE R A R BTAMEIALEE S

1. //sdk{EFA#EA|, ETFapache http client

2. public Object execute(JSONObject token) throws IOException {

3 String GATEWAY_HOST = "https://mvp.gw.101.com";//W bt

4 String GATEWAY_GET_URL = "https://mvp.gw.101.com/base/subjects";//Bikpqigskibit, 45 EM—%

5. HttpClient httpClient = NdHttpClientBuilder.getHttpClient("YOUR REAL AK","YOUR REAL SK");//kZegsdk
Erari

HttpRequest request = new HttpGet(GATEWAY_GET_URL);

request.setHeader("idp-open-id", token.getString("open_id"));//HERH A {EENE
request.setHeader("idp-access-token",token.getString("access_token"));//FER Az ENE
9. request.setHeader ("sdp-app-id",SDP_APP_ID);

10. request.setHeader ("OPF-APP-ID",OPEN_APP_ID); //FFirFAMN Aid, AEEAEE, JEMM

11. request.setHeader ("Content-Type", "application/json");

12. HttpHost httpHost = HttpHost.create(GATEWAY_HOST);

13. HttpResponse httpResponse = httpClient.execute(httpHost,request);

14. return EntityUtils.toString(httpResponse.getEntity());

15. }

o N o

header=FE&ijtBR

HEADER

- EBWNE RAg Wt
FE

idp-open-id aJ %k F3 Fopenid EEKRNEAFTER FHEXEENNE

idp-access-
token

Blpis FiFaccess_token  FHEKKFOFTERA PMEXEENVME

sdp-app-id v FH/ID
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LAME] FFiF & APIEKAE SR

HEADER N
— R IIE
FE
sdp-biz- N

AJ%
type

sdp-org-id ok

Content-
Type

n

OPF-APP-1D AJ 3%

B

&

W52

2HZRID

PRAESR

FFHCF & RZAID

o sdp-appidEENMENAR , REATERNEEE

BENE  FFRFE- A EAER , nE

ALY {FE FAMinDoc#aE- 41 -

A

WMRBMADbiz-tyupe , ME

wRBRR Horg-id , ME

application/json

FFERH RRLME
FARE RO



N{arEELsdp-app-id

tn{a] 5B sdp-app-id

K A sdp-app-id S $ok B 77 3

2. ¥

o BAFFFEAE
o SR FFRIM-> HOEA--ARALES

E7R :
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B2 {+4 8 OAuth 2.0 1Y

Rfi#{t 42 OAuth 2.0 X

442 OAuth 2.0

OAuth 2.0 B—MTAVAIARHERALINY . OAuth 2.0 FIXTHKE FinFRAR , FEh Web ATRfr , REN AR , FHM
B TR IRAUSE RIREBURAE,

ERRABNENB=TNAME— BRI token, FIFHE=ANAREBEIT XSMHRIARRMTIR. % LM
B BDAER, YREEEREMWIE , BREKS , MXMSIREAT M QQ. Facebook FERINEE , FEMR(EM QQ &R
HIFEFRE AR OAuth 2.0 1Y,

yikl

HEFTENABHNE OAuth 2.0 PHXF I —EMAE | BMRIWNNIRREPE B A X LA G

« resource owner , WIRFTEH , BEB AV R RIRISKIK, INRENA , HFRA end-user,

« resource server , WIFRFH , TTERRIPRIFNIRSE .

o client, & fi , (FARIEHEENERRKRTIRIEERLS 2P RIRIE RN AR, a0 : webuh , BV
%.

« authorization server , FAURS 2% , BEMBIE % FUBANAR ShE.

« useragent , IR , BERIFFEESE FunABRTR , —HA web N¥E2E , #3h APP %,

PR

L ERFRRER T X AR B AR IRIAE -

(A) Client i&3K Resource Owner BIFZAY, $5A0EKA] PAE M Resource Owner 55K , tha]PU@IT Authorization Server [8]
PR T.

(B) Client FASIZAUFT] ,
(C) Client 4] Authorization Server ¥&sKijj[a] 4k,
(D) Authorization Server SIEZAAFA] |, 21RABUMA 1AL 8.,
(E) Client IBIT3/7[R]4-KEM Resource Server iSRRI EIR.
(F) Resource Server BiEIla]4h¢ , HHRINGRIEK.
R
—AE FIGREREA , MFELZIRSAINEM RN A, —REEMRIGH T EXLES
o MRS
o RAMEE

o EEEM URI BXEE URL (redirect_uri)

« EEMm URI ZREBEEM RN (BIEE) MBRFZAETM Bt , Ritth2 BT RIS 4 et
RFEFH—EDSY.

AR E FAMinDocHiiE- 44 -



(T 42 OAuth 2.0 #MX

EREMBINZ G | Ra ARSHEARBEMRIN BAXRER. :

o EPugHriA client_id

o X PSSR client_secret

o client idfIsRFIRF Py (AFF) |, client_secret RWUER FikS 4 (RE) .
AR
OAuth 2.0 FI2 7 PUFMEANSETY | HFIAT ARG :
+ Authorization Code (3%4XAD code) : fRF2F-S5E FIRACAEM.
o Implicit (F= token) : AFHEE AT Web ZFARF (R FRE LETHNARERF) .

« Resource Owner Password Credentials (‘&iRFTHHHBILEL password) : WRMMBEINE Finz [BEAE S EEEN (F
o, BGERENIREREN—59 B2 — BN RRERF) | DR SEAZAUFATZE (FIanEAEs) ARa]
FAEEE .

« Client Credentials (& S¥iES client_credentials) : ¥X Fig{RECKE (FiHHERIENEE) REETSHEAUR
%285 S E IR AOE SR AR R IRAIRIAURES |, B Pus R B e A4S T .

TESRAMGR X IR, EEEEm—EEM 302,
AR
ZARFERBERSHNSS , MAHRAER
o WERAEE (AF) FEEREFUG (APP) | lEE T E=8%,

o B (APP) EEMEBE=ZARBURS . HIE FIHET TR FIHARR (clientid) |, BAE=AHMEXZHNE
i, WA EME (15E) BAEFEEERZIPE.

o RAFPHARI , B G (APP) WEEMEEMITAER URI, FHEH T SHE=74AE M code.

o EETERNERET , B AmEE code Sclient_id, client_secretXIFAURS ZERKSHE |, IRATh | BEFERRIFRS 2R
BRIE , BAERE , APRIEERSEEISH token 1,

o B/ (APP) REISRE token [FRLRT A 5 =T RIS amE K BR T
faslaEst
ZAR—ATHHFE FIREMEE P, BEIRPET RSN |, 8 token HWIRML A AREBEATIR Fin
(APP) , RILETRERFEA A A MA RE LREEE M (APP) . B4, LURRARAX%R Fin (APP) MSHEHITHH
WiE , FERMETEE UR (BEMSHETIEM) FKITULBEK.
BARE : BRAFERNAES  ARERRSSENRSERARARE , APRIEEEERAE Fin.
RIRFTA & ERN

RPEERSEIE (BRaMED) ERRHASE G , Z& FnfERERMRFHRIRIE S, WREEAFXARTIT,
MR NMFERAURS 25 LRI, o, RAER FnXEIA A EENARERE (8120, ERRFHEE , AFH
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IBfR{+ 42 OAuth 2.0 MY

KHEBRERL) .

B FmAEE

BAEI R EE R fftclient_idFlclient_secretBI ATREUZAN. —MRFAT /R4 AP ARSI,
POST ¥&5K%& P FEUERAR :

o https://oauth.example.com/token?grant_type=client_credentials&client_id=CLIENT_ID&client_secret=CLIENT_SECRET

FB ik

grant_type  WMR, MURXERE FUmERT.

scope Ak, IRANAIVE .
RENE
1. {
2. "access_token" : "...", "token_type" "o, "expires_in" D,
3.}

IMRARBURS HIIERD , ILKEILIR[ESHE token , BT FIHEHIRA.
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https://oauth.example.com/token?grant_type=client_credentials&client_id=CLIENT_ID&client_secret=CLIENT_SECRET

Zh &1 =V P N L

P T IF & AH R AR E R

—., B=AEX. APERHEX
o oauth2 : —FARAERA MY https://oauth.net/2/

« code : #¥#REY (Authorization Code) I¥ARRLE TN, ; {8 MidplR A ERMILERRINGE | SIRIELEYHIR @451
77, BER%ixEaccess_token ;

- access_token : IDPAA LA N A TAARIFEOANARSHE , BT ARIDPIZHEHAPI.

« open_id : IDPAAZ N ARIRAUR FIIKE—ANA , ASRIME— M RAGRMA S ETIOPEAE KA AR, R&k—1 AP,

—. Fate

o MEEEHBRTA  ZEREEZANALRENNSR , SRNHIEE R, BEMBBEEHEMEATRMNEME
fhe FERLEHFEHR ZFE”

o APP ID:FFRFTFEIFMTF A LABRINN AARA
o MR =R RIFKMAAERNER , TLEwebin A, FHIHMA, pcith A

o BEF=AT ZRHMRSE , EFREATFEAMER , FEZATTHERMHTTPYRYAPI

= . FFFEAAPIM K. EBRS . REIFHEX

+ Access Key ID : JI[A)E4AID. SRAVIRIEAXKNE—FRNRT ; VREPIDMFBIRES—RER , SERETME
TE.

« Access Key Key : SIRIZMAIDLASERNES , XERSHTNEES , AIAMARET | FHEERBER.

o HMAC : BE4AMXHNMFZEHEINER , HMACZEFIARAEEL , I—MEARM—NMBEABA |, £ — NEERE
eI . £ Mhttps://en.wikipedia.org/wiki/HMAC
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& LT3R AR RS

& L FXRAR R E R
45

. BREBECTERF SR BSTANERRRF

. BEFARE  BEREEHBSFEAEENE=AT RANME/AT]
o app (KMA) : B=AT FIFAMBAERNNA , TARwebitN . FHIREA. pcinki A

o BRF  F=AT FRMRS BT RMATFRARER

ALY {3 FAMinDoc#4E- 48 -



AK/SKTEI7T

AK/SKTEiF1

o AK (Access Key ID) /SK (Secret Access Key) , EERTXFAZBNERITAIITERFIALE , MU TFHFHFEERNAPIE
PR P4 R 3RS,

o JETAPIRKE N ERS AXERES , AEMAK(Access Key ID), SK(Secret Access Key) XK T4 4

&
—B AT R AR FRITAPRE AR AR SRIAE
B8
& g
1. #ghttpiEsk (% access key) ;
2. {FFVESRINA N {F Fsecret access keyit B 4 (signature) ;
3. REEREIRS .
BR%
1. #RIERE Maccess key EIRUUREFISFEISS L Ksecret-key ;
2. {F BRI E RS SKRINAH secret-key—i2it B &4 (signature) , FIHIE2—#FE ;

3. LA ARERNEZMRFIHTHENES |, RERBUAEEY , TRXK.
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WIE, RANFIFEIE

WAIE, RBFIEIE

WIE, =, ik

B IANEFEAE AR ERMES | AT AP EINR S AR BT , BN A ERMIEE L E
T, EfMERXPHERRRHI,

JAUER authentication , T8I YATAFNSH , YA PR FASHERGE R0 S OB 1 SNV 52 ENRE. BIE
RPEEESR , REBARGURBIRMNSH , AR UMRESEES B kb E.

WERARRRIE “HEHE ? "I,

FANARE , AR authorization , TEHIR T ARSI RFAIEELIR , ERREIR SO EREE R FHURR, 2—
KRG R NIRRT , (ERTEFTI API NZ RELEMT |, AT AR RN ARSI , FI20 OAuth,

R MR ERBEMAT 4 2 "lEL,

SSHRAEARAVN B R FE—FMEN (credentials) JARCVIRIZE NS HEAF , EIKETFF SN AETE—KSEABE
TR BT RRITIKS . HEMINEFZRRSE , THBNENEE ; FEAREFEIT , EFRAHENEEMEER , TR
BARROIFEEFYA , AEBEPITERX MG SRT, FEHKMERS | REHZAG—MNEEMAK session ID FHE!
cookie , XHLE —FEIERAR. MFEBERMEAAEE , SSH BB, IWT £58 . —MHERILE,

APk AR —ERFRESIEET M —IKEK , £ 1T R |, MK AERMABRE T EL K, AR A
(accounting) ATIFBNFEAVERARWAXNEER K , ANAERRARGZ AREWRFREEN ., BIAHEKKIESE R
(AD) , ARMRBEFUIMEIINY (LDAP) , EEXBREERA,

EE—ANERNEEETIEEFRE (AC) . MRENFEILRIRIBURIAEI—MRAKKLE , MASAEER FUIHS
BFHERRA IR , EFETRNERIFIR (ACL) ERET R EMVIFNES] (RBAC) SREHABIRNZHIHRE.

TERATRBARTUELRF | LML EPTIAIMIL AT , FMAETSRF AR AR |, KRIFEAR— OAuth2 ZINEEER

RSB ARIR, AT BSER |, ISR LT — 9 E BRI SNARIER. TERKANBEAPITT AT E B ERKIL
FRAEFISAEA : HAMC, OAuth2 , AR EIERAIWT token,

HMAC (AK/SK) JAUE

TERAXHHE—LL PASS FAFATTF AR , SEKIKIMER— access key (AK) F secure key (SK) , SREETLLK
ARFTEAINEER , XA U (24 secure key , BRZEIBEU T ELRAFER—IX , MR T ERKE.

XFPET AK/SK BRAEARNEEZF AEFHEEIAIER (Hash-based MessageAuthentication Code) SESRHIK , Rt AIRL
H77M HMAC JAIE |, SKRR EANZIEE Hilfh, HMAC REFIRTE key ERMFEIAEREERE |, /88T API NEEEARRK
SR
HMAC FEfEAMSBEAIAERITRENEIEESEIAER | BAT O4SHBEEAEMSE (L., BATRNT :

1. B EBIENERE Z PSR E access key (AK B4IH app ID) #1 secure key (SK)

2. 1 AP B |, B Fig R ESTSEAN access key HHATEARHEF EFHER secure key BT R EM— M ENIMIS R digest

3. RFZBIBIIREM secure key FATRIFERIREITE |, HFERERTE—H
4. JEE secure key NEETEMEEHIER , URERZEINGEER (NEE%)

OAuth2 # Open ID

OAuth (FFIBIRAR) B—MTFARAE , AFR FRAGE =TT MG A7 AOMR S REE LMER  MATERA 4
TR (R S = A Mk Ek Y F b T ER T B N
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WIE, RANFIFEIE

OAuth B—MEAWRHE , MAZIAEARE. IRETBERRS SAFTEMERVIKASHH (session) , REERIERAURS 25
BFHIAR (token) RPT],

(=] = O

Al

73

=i J'J'J'Jﬁ%g ZERR

4% ':IL%'J-%AQ Aﬂ%ﬁ

1. AP REER

v
& ¢« _
N = ¢ 2. BB RIBN
AR 28 S =

R ARSS 25

FERE OAuth I—AMETLIRAE , OAuth POEZAR B K fLR 1B T AR %2555 access token F refresh token (refresh token F3
FEHFFaccess token) , SASFIBIT access token WEIFIRSEZFIREEIE . RIFENHR TEE FTHEJLFER :

o FEAURLIER (authorization code)

o EHAER (implicit)

. RLHER (resource owner password credentials)

o E/uRER (client credentials)

WMRFEREAFHIAEEE , OAuth REHEHE UXHHNE , MRFEIRFAFAEE  NEEEBBIMIALE | 620
OpenlD Connect,

JWT

£ OAuth ERMXANAIE, RAERT , SHEERAB TEZHMER , LLIBER /- ID. SHER  FREBSNIEMET X
B, REIP RS token T #H—S it , Bt T —FMBEBELE  SHERELTIRSHFHTREESEIE , BEMITS
FEFLEEARER S REHIT . BHHEE. , XHZIWT  (JSON Web Token) .

IWT B2—FE &40 (self-contained token) , BkETY{ESFE (value token) , FRATILARTE FHXEXE! session £/ hash {E#
43| FB4hE (reference token) .

JWT token TEfUR SR TRARRIRE . £ EEMK API PRIRAEHALIE JWT token , FIFIEBAEMEEN , FTRIBL A FE
EEARE ; BEERMR | ERIEFRNMEA R BT ERGH AR BT IIE JWT token,

L4R OAuth X access token FEUEATIEFARIBAFLB ML RS , OAuth FFAREHIER JWT , EER IWT BEEHERRR
B, W R JWT e EXERIA) L, E—LEXHE] token ERIREHTE P AESEAIWT , BMERAT —LARSTI
(whitelist 0 blacklist) S Ti&IT JWT IR,

OAuth, Open ID, OpenID Connect

+ OAuth TATHRRN A ALEZ FIRIRARE |, BMEARHRE PR RIER S SRS EAERFHFER—AHE L. OAuth i%
BRRFINERIRE | ERET RFKETFITMIRERIANERG .
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WIE, RANFIFEIE

« Open ID fRRMIRLEE N HRNAGEZ RIS HHAMERLE |, {Ff0pen ID token BEEZ N RLZ BIAEAF , IKIREIA S
B, TRMSIER | 5 OAuth i&H KEX.

« OpenlD Connect fi#RHIEFE OAuth XE(RZR FHA AIAUE A , SREIRE A IR 2 A PHIAESE. (1D token) &
JFANIER, 7E OAuth 1EZE T EAIFAUE , B IBiT access token HKEVA FHIS#.

Cookie . Token in Cookie. Session Token {&kSA#%1F FB

TEMIEE AP BT , FFRESKIMBENIANEARMMN Y AH—LARE , IR7 4 ajax XFPHAIIHK web RS , 2RIKAIIFHE API
B TORER , RHEFFER Cookie,

{#F8 Cookie FIAFTR A S — R VIEE AR 334 BL— Session ID , JREIKNERFE Fig#at XA ID fEAUTH K
M, A HTTP A& 2 TOIRAEH , Cookie BT —FPNETNEFTIMREH A, 2RI APl 2 ARA R Fin(E A
B, 3RITESK APl A A& B2 Cookie AT PATEARAES .

E—EEBREREERTAESIIMIRE |, FAMRARTAERIX LML | REIELAE,

o {#H cookie , BiZN web THEF ajax A
« {#/8 session ID &k hash {E4 token , 1% token A\ header F{%i%
o AR token (ATBERIWT) A cookie {£3% , FI|F HTTPonly 1 Secure #RZE{RT7 token
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FOR Mz PHB

FOR P32 P9HT

AETHLAE I M EREFFRA R
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tR#Eopen_id+access_token#kEXuc mac token

fRFEopen_id+access_token#cHEXuc mac token

tR¥Bopen_id+access_token#ikH{uc mac token
#EsKURL:

o https://{uc-gateway}/v1.1/idp/get_mactoken

ERAR :
« POST
BRESE
BU% REMA A
open_id B string AU PE—HRIA
access_token = & string  IDPARAKI[A) 4 hE
session_id 2 string BT UCHIBIERSTVEIREX
EES M
1. {
2. "account_type":"person", -- BK/ZEHY: person NABKF, org ALANK
3. "account_id":"123", -- MAMKFLd EAZFRRERKERS, &R P AEATERIR EIMAIEEMA (session_key
)4 TDESHEES
4. "user_id"":"123", -- ALK Fid EIZFEIREIRKERL, B Fumf PR ATERIR EAE R4 (session_key)
BHTDESHR
5. "region":"wx", --I3BIDC, wx:JchH, sg: FIO, ca: i (2ERLELERR),
6. "access_token" : "2YotnFZFEj r1zCsicMWpAA" ,--UC Token
7. "expires_at" : "2015-06-30T14:17:21.275+0800", --Tokenid}{fE]
8. "refresh_token" : "tGzv3J OkFOXG5Qx2TLKWIA" , --Jil#HHToken
9. "mac_key" : "adij q39j dlaska9asud" , --Mac keyfd I ZFEOREIMERX, & FimHFEAERIRERS
15 %4A (session_key) 3t TDESHRR
10. "mac_algorithm" : "hmac- sha- 256" , --MacZ&j%
11. "server_time": "2019-06-30T18:18:20.777+0800" -- AR%-2SAT(A)
12. }
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https://%7Buc-gateway%7D/v1.1/idp/get_mactoken

tRHEopen_id#kE account_id (uc userid)

FR3Eopen_id#kEXaccount_id (uc userid)

tR¥Bopen_id%cHEXaccount_id
WRABKRIEIDPTIRAIED , FELELTEAE T APHN , BEAE = TATRUEE a0 T 0 AR EE| UCAERRINK 1D
V&K URL:
« https://{uc-gateway}/v1.1/idp/{access_token}
ERAR
. POST
AEA:

« BTS

2 A BRI KR 1588
open_id £ string A FAHE—MR
RES%

¥4 AR
account_id UCI BRI FID

account_type MK ~ZEHY (person/org)

AR {FE FAMinDoc#4E- 55 -


https://%7Buc-gateway%7D/v1.1/idp/%7Baccess_token%7D

FEMTT

FAMIE

T & AT
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FFFa-#EAMTE (EiX]

FFa-EAMTT [BiX]

+H-
—. BZFHE
« 1%ZM8 Richardson Maturity Mode X FRESTIEMEAEERY | AITTET level2 ikt
-_ P2
. MEREESK

(1) FATPSEIIERIKE)ESRAT 2000,

(2) #HONEER , ERKTPSIET , 99%HIERETIE/NF150ZRD,
(3) #EOFEEHER , FAARENER> 99.99%, £ERSHMIABRIT2054d,

(4) TEEMESR , AEFEIIFKFEY R HELVERE.
— [
— . TeEK

(1) AWK : HTTPS,

(2) HTTPSIEPRESK : {FRHEGIACAMARIES , RAHEREZERIES.
(3) ¥&kA%L - GET. POSTAR,
(4) FEOANERK/NRE] , AN B A/NRIT24KB |, &FEK/NRHISEHO SIREE X.

(5) HATRBIREER (NEFHE. SINEHES) BREHTTPSHRY.
P9, IAUEESK

(1) HAFTEBNENS , IRAFFAEOAUth2.0 BRFAK/SKSMIAIET.
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FFE & apifE=ilse

T & apiFRMe

e

O <+
—. AL
WEOWIAE2xx, SXIHTTPIRAZ RS , SRR EIZE—HTTPINNA(SE.

1. HTTP/1.1 400 Bad Request
2. Content-Type: application/json

3. {
4. "code": "INVALID_ARGUMENT",
5. "message": "{error message}",
6. "request_id": "01234567-89ab-cdef-0123-456789abcdef",
7. "host_id": "{server identity}",
8. "server_time": "2014-01-01T12:00:007"
9. }
REELEM
ERAEFREE 3NERENEER

1. L http status code
2. L code
- message

o http status code
FE HTTP HMY I ROR S
e code

FSRFRELMER | ERDSE. HBURILELEESS | FISKXT http status code BHTH & , FFA A RAT MBS THAR AT 4
1 ¥ W #code

. message

AERNHEER  FANZEEMNA AL EZEREESENNER
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[(EZ] 3 HRIFAATD

[(BE] & HKIFRATE

AR BRF M EENIREER
LT

o POEUE (LHREIE  UTHEFMEE) B—SAMSERNSHFHETE ; ATRX, ERFFEEMRHET ZAR
ESRERAF A  aIE R A RERMECE . MBIEA RS

o BMRAMMEE , BIRE —MMSLOFRTE  5S=AT RKXE

o REFEFS  MBETRMAPEEMBTER=AT KOFFRFE ; B BT ROERKA , REEEE—MEER
APEOE (61 : BRYGTFN EX R AT E)

ME=FT RNFFRZN

o BERNBASMFLIAS , DMERISHMBAKMEER TR [2iX]

o ERNERT  EEIEMBBNS IR, DRATREFENEIES SR | SRR LRSS BCER TRk RiE
X EEH AR A R E

o HABERT , B REAMBETFMTFAE ; FEBIOHERMRANMEEMEIHE , NZ R ERAEXNNIFRTEE
LRV, RERAK\SK , BCERIE O RS imBl ] ST,
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ARSI

ARSFIEN

o MTRBCHRSITERTRTE  UEtHITFRARARER
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TN IRSS

LINCEEING )

B =A&EMFEHTEIFRFARS (APHEEN , BN FEEETL TIABHIA
EOEEMMANEAS , HTIEE , ERITTREBITEAPL,

WEKRFE , BRAMHBSFARA. STEZAA , BEaORIRAREE.

https://wiki.doc.101.com/index.php?title=%E6%95%99%E8%82%B2%E4%B8%IA%ES%EA%AL%ES%S83%BD%ES5%SA%IB-
%E5%BC%80%E6%94%BE%ES5%BI9%B3%E5%8F%BO-
%ESBAE%BERES%AE%AL#.E6.9C.8D.E5.8A.A1.E7.AB.AF.EF.BC.88.E6.89.98.E7.AE.A1.E6.8E.A5.E5.8F.A3.E6.9C.8D.E5.8A.A1.
EF.BC.89.E6.8E.A5.E5.85.A5
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BARHB

- YNE ST

o BB XIHEZABI
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W E ERER=T N RARA)

WAL E nERE R =TT B

BB SRR REIR T A Taest %, FARPA—RERE=ZANA , TREREM. AL

A A%{E FIMinDocHiE- 63 -



HALEE = SO R S AR

AL E = SEEYETH N S AR

BASGIEH B R/ NERE | S RTEARR S A B TLR A R RIS ITN AL, FAERKRRITR TN TR T SOF
IKIE  NAIE . PR . EF MBS AL ARES TERMERN ; 2AA1RAS SHARUIFRBBNRERS
BHGES. BIOXARS , BECUSIL T FATNNEITSHTEE , BRATIFMERN' 4R R TEEEEITERER , [
MRET REGAE, SSHRKLS.
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HE A RO

HE EhhEEEO

TP MR AR

« 1RiBopenidikEX A PSS

. FREN

. FRENR

o FREMEMAX (FRIIR, FREE. RIBFRELERFR)

o FREIR (BAFRIIR. ERBENMFRER)

o BHRER (BAFRTHEIIR. EWFRTRNERESR)

o BB  TWERERI TR

o FUTEIR CREUERMBEE(ISIR. REBEEIEEREERIIR, RIWHRATRAMS IR, EMFREUT. HRITERE
BUMFIR. RECAIBATIERRT)

o FEBE (REGHRFESIR, REANFERER, RIFEFREREIIR, REFERE. RIFREMGTHFE,. 1B
EFFESE M Euser_id)

o RKEHR (BREREMAEFEE. RIEKIIKR)

o REBE (REAARE. RIBREWOEWAF,)

o RBER GREUHERRIER. RREREFERRAER, RRFRORER, REUSAIRTER, REFEMRER, KL
IMEIRFEER)

o FHIEE GREVERFTEFH. REAANFH)

o FTHXK (HRIBIPRE (L L RTAIHD AR TBIX K , TEXR-REFATIIX KPR, A TBIX K- RRATHX XIFIR)
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1R iEopen_idHER B SR

R1Eopen_idiREX A FFEAME R

AR
o ARIEopenidiRERA PSR (MBUBREED , FEMEERTTA)

FORRA :

BRES HEA HIERWY BITEH

vO.1 dev 2019-09-02 init

WESKURL:

o http://{api-gateway-host}/wjt/v1l/users/extends
ERAR :

o GET

NEAR :

« HMAC

VRIS W, FF AT & APIIIATE LA

ERK

W4 peary) Y (R it VR

Content-Type & string  ESKZERY . application/json

Date 2 string httpMN AR HE Sk

Authorization £ string hmac &4

idp-open-id 2 string A Fopenid

idp-access-

P £ string FH Faccess_token
token
| ]  EREAID , AAEERIUTRS L Asdp
sdp-app-id = string e
app-id S ¥R A R

ERSH
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http://%7Bapi-gateway-host%7D/wjt/v1/users/extends
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/api_hmac
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/get_appid

1R iEopen_idHER B SR

IR [Bl7RA5:

IEARIR [B]:

1
2 "user_id", 7771234567,

3 "area": "string",

4. "identity_code":"string",
5 "is_master": "string",

6 "subject": "string",

7 "area_code": "string",

8 "school_name": "string",

9. "grade_name": "string",
10. "class_name": "string",
1. "card": "string"

12. "user_type":"string",
13. "org_id":"long",

14. "org_name":"string",

15. "section_list": [

16. {

17. "id": "string",
18. "name": "string"
19. }

20. 1

2.}
FERETIR[E]:
IR B 2%

S il iR

user_id long W ESCH FID

area string FiBX &

identity_code string A RS BRSGHIES (I5)
is—master string = it 2 =S N 14
subject string =S 2SS N 14
area_code string X B

sehool—name string SR ;SN

grade—name string S N
class—name string - = N

card string = aaslsshnas = s
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1R iEopen_idHER B SR

S

user_type

org_id
org_name
section_list
section_list.id

section_list.name

AN RS {E FAMinDocH - 68 -

F
[

string

long

string

SectionVo

string

string

AR

g8 /A Y aT A ('STUDENT: ‘224,
‘TEACHER’: ‘&1, ‘GUARDIAN’: ‘ZRK’,
‘PRE_SCHOOL_MANAGE’: ‘£ &8 &
‘PROVINCE_LEADER’: ‘Xig/&1HZE" )
Fr1E£B4Rid

FT1E£R4R & FR

R, APPSR AIRE
FERYwhY

FEAR



tR#Eopenid & accesstoken#FEUH 5.2

fR¥Fopenid & accesstokenixBXFH FPEE

AR

o tRiEopenidF accesstokenikEYFH F{EE

FORRA :

BRES HEA HIERWY

vO.1 dev 2019-12-05

WESKURL:

o http://{api-gateway-host}/base/user

ERA
o GET
NEA :

« HMAC

VRIS W, FF AT & APIIIATE LA

R
U % BEI
Content-Type =
Date s
Authorization £
idp-open-id £
idp-access- =
token =
sdp-app-id =
BREE

AL A% {E FAMinDoc#43E- 69 -

ESil
string
string
string

string

string

string

BITEH

init

UiEA

Y5SRZEHAY ¢ application/json

httpBMXARHESK
hmac %4
A Fopenid

FH Faccess_token

AT FID , BR{5 BRI ARSI Fisdp-
app-idSFHRE A


http://%7Bapi-gateway-host%7D/base/user
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/api_hmac
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/get_appid

tR#Eopenid & accesstoken#FEUH 5.2

1R [B]7R451:
IEARIR [B]:
1. {
2. "user_id", 7771234567,
3, "nick_name": "string",
4. "real_name": "string",
5. "gender": "int"
6. }
FEARETIR [E):
IR [B] %50t EA:
B4 it 1tEA
user_id long WA FID

nick_name string WK
real_name string  ES#4

gender string MHI1:58 ,2:%,0: kM
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FREN

FREM
AR
. FREN

FORRA :

BRES HEA HIERWY

vO.1 dev 2019-09-17

WESKURL:

o http://{api-gateway-host}/base/subjects

ERA
o GET
NEA :

« HMAC

VRIS W, FF AT & APIIIATE LA

Bk
¥z R WM
Content-Type =
Date poss
Authorization £
sdp-app-id z

BEKESE:

IR B 7~ H:

IEAfETIR [E]:
1. [
2. {

AR {3 FAMinDocaiE- 71 -

F
]

string

string

string

string

BITEH

init

UiEA

SRR

application/json

httptf bR Sk

hmac %4

A ~ID , AR5 EHRIRARS WA A sdp-
app-idSHCREA R


http://%7Bapi-gateway-host%7D/base/subjects
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/api_hmac
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/get_appid

FREN

3. "id": "string",
4. "name": "string"
5.}
6. 1
FERITIR[E]
1R [ 2 %5058
sHhE  KE 1t
id string  Zmhg

name string R FR
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FEEN

FEE
W

o FRENH

FORRA :

BRES HEA HIERWY

vO.1 dev 2019-09-17

WESKURL:

o http://{api-gateway-host}/base/sections

ERA
o GET
NEA :

« HMAC

VRIS W, FF AT & APIIIATE LA

ERK
2% BB
Content-Type =
Date piss
Authorization £
sdp-app-id £

ERS:

IR [B]7R451:

IEf#EIR [A]:
1. [
2. {

A A%{E FIMinDocHiE- 73 -

F
]

string

string

string

string

BITEH

init

UiEA

SRR

application/json

httptf bR Sk

hmac %4

A ~ID , AR5 EHRIRARS WA A sdp-
app-idSHCREA R


http://%7Bapi-gateway-host%7D/base/sections
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/api_hmac
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/get_appid

FEEN

3. "id": "string",
4. "name": "string"
5.}
6. ]
FERETIR [E]
SO

sHE KR 1t
id string YRig

name string  FERLZK

AR {E FAMinDociEE- 74 -



R PEEHIE

A RS E%E

AR
- AFEENE

FORRA :

BRES HEA HIERWY

vO.1 dev 2020-03-23

WESKURL:

BITEH

init

o http://{api-gateway-host}/base/modify_users/action/search

ERA
« POST
NEA :

« HMAC

VRIS W, FF AT & APIIIATE LA

ERK
e BB i
Content-Type = string
Date 2 string
Authorization 2 string
sdp-app-id £ string

BEKESE:

|S40 4 | R AR |28 BN E [ AR
|body | |ModifyUserParam|[{2 & 51|

SchoolVoForSearch

AT A%{E FIMinDocHiE- 75 -

UiEA

Y5SRZEHAY ¢ application/json

httptf bR Sk
hmac %4

A ~ID , AR5 EHRIRARS WA A sdp-
app-idSHCREA R


http://%7Bapi-gateway-host%7D/base/modify_users/action/search
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/api_hmac
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BEKESE:

S

teacher_id

Fo AD

Fim

il

o
RS
hE
2

string

string

string

string

WA

ESKZEAY - application/json
http B RSk

hmac &4

A ~ID , AR5 EHRIRARS WA A sdp-
app-idSHCREA R

il BAE B

piss long #Umid

A R4{E FAMinDocHazE- 111 -


file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/api_hmac
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/get_appid

RN AT FERE R

¥4 b ) R S| WAE A
with_detail i bool false EREWIIRER
with_grade_detail & bool false ERBTEFEREE
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}
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1.0
2.0 A
3 "class_id": @,
4 "teacher_id": @,
5. "class_type": "string",
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7 {
8 "id": "string",
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10 }
1 ]
12 }
13. ]
FERAIR ]
SEEY L
BY%, ESi] BA
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BBEITH IR N EERPERAR,
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2y G =i B VY
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1.0

2.0
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5. "real_name": "string",
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"real_name": "string",
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N o A W N

}
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6 "nick_name": "string",
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10 }
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3 "stu_num": "string",
4 "real_name": "string",
5. "nick_name": "string",
6 "gender": @,
7 "student_code": "string",
8. "seat_number": @
9. }
FERAIR ]
IR [E] %505t ER
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nick_name string /7
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idp-access-
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1. [
2.0 q
3 "user_id": @,
4. "display_name": "string",
5. "school_id": 9,
6 "school_name": "string",
7 "class_id": @,
8 "class_name": "string",
9 "is_current": true
10 }
1. ]
FEAREIR [E]:
IR [B]:5 ¥ EA:
WL it WA
user_id long P4 B SCH FID

display_name string A%
school_id long Fiid
school_name string F ML TR
class_id long PEZRID
class_name string  BEREFR

is_current bool ESRYURIEBRA,

A4 FAMinDocHaiE- 136 -



HIRKS IR

RERK IR
WA

o RIS RYRIGRER KK IR

FORRA :

BRES HEA HIERWY BITEH

vO.1 dev 2019-09-02 init

WESKURL:

o http://{api-gateway-host}/base/schools/{school_id}/classes/{class_id}/guardians
ERAR :

o GET

NEAR :

« HMAC

VRIS W, FF AT & APIIIATE LA

ERk
e peary) Y (R it VR
Content-Type = string ESKZEAY - application/json
Date 2 string  httpMXFrAEk
Authorization 2 string hmac &4
idp-open-id 2 string A Fopenid
idp-access-
P 2 string ~ F Paccess_token
token
sdp-app-id = string e
app-idS ¥R
ERSH

A4 FAMinDocHaiE- 137 -


http://%7Bapi-gateway-host%7D/base/schools/%7Bschool_id%7D/classes/%7Bclass_id%7D/guardians
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/api_hmac
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/get_appid

HIRKS IR

5 C REBLR B RAME W

school_id i long FiRid
class_id 2 long FiRid
with_detail & bool false [ EREZAE IS
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1.0
2.0 q
3 "id": 0,
4 "account": "string",
5. "real_name": "string",
6 "nick_name": "string",
7 "relations": [
8 {
9. "id": "string",
10. "display_name": "string",
1. "relation": "string",
12. "relation_name": "string"
13. }
14. 1
15 }
16. ]
FEARETIR [E]:
IR [B] 225058
WL it 1t
id long ZKID
account string Sl
real_name  string B4
77N

nick_name string
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relations array[GuardianChildrenVO] XARYEK
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WESKURL:

BITEH

init

o http://{api-gateway-host}/base/schools/{school_id}/users/{user_id}/devices/{device_id}

ERA
. PUT
NEA :

« HMAC

VRIS W, FF AT & APIIIATE LA

ERK
e BB
Content-Type =
Date o
Authorization £
sdp-app-id =
RS
4% BB

school_id =
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string

string

string

string

UiEA

Y5SRZEHAY ¢ application/json

httptf bR Sk
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A ~ID , AR5 EHRIRARS WA A sdp-
app-idSHCREA R

WAE B

Fid
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W& ERNIR
user_id 2
device_id 2
type y
body =

DeviceVo
¥4 RN

device_code =

1R [B] 7~ 451):
IEREIR [B]:
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5K URL:

BITEH

init

o http://{api-gateway-host}/base/schools/{school_id}/users/actions/get_by_device_code

ERA
o GET
NEA :

« HMAC

VRIS W, FF AT & APIIIATE LA

ERK
S 4% R WM
Content-Type =
Date piss
Authorization £
sdp-app-id =
Eks
4% BRI
school_id =
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string
string

string

string

S

long

WA

ESKZEAY - application/json
http B RSk

hmac &4

A ~ID , AR5 EHRIRARS WA A sdp-
app-idSHCREA R

BAE B
Fid


http://%7Bapi-gateway-host%7D/base/schools/%7Bschool_id%7D/users/actions/get_by_device_code
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/api_hmac
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IRIER B URALE 18

e mRVM  HER ZAE  WREA
device_code = string WERE (F5)
type 2 string A FZER (studentElteacher)
device _id 2 long WEIAID (BIAD)
IR B 7~
IEfEIR [E]:
1.1
2. "user_id": [
3, 0
4, 1
5. }
FERETIR[E]:
IR [E1 S H058R:

O U L

user_id long A Fid
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vO.1 dev 2020-04-29 init

WESKURL:

o http://{api-gateway-host}/ct/timetables/classes/{class_id}
ERAR :

o GET
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« HMAC

VRIS W, FF AT & APIIIATE LA

application/json

MR FID , REEERIRA S I FKsdp-

app-idSFHREUA

ERK
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Content-Type £ string  1ESKkZERY .
Date B string  httptMXArAEL
Authorization £ string hmac &4
sdp-app-id £ string
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RERPEZR ARIRAZER

W& P it HAE WA
term 2 string FriEF
week = int % LA
day & int FEILK
IR [B]7R4):
IERfETIR )
o[
2 {
3 "id": "string",
4 "type": 0,
5, "week_info": 0,
6 "days": 0,
7 "lesson": @,
8 "begin_time": "2015-01-01700:00:00",
9. "end_time": "2015-01-01700:00:00",
10. "class_id": @,
1. "class_name": "string",
12. "class_type": @,
13. "grade_id": 9,
14. "grade_name": "string",
15. "course_id": "string",
16. "course_name": "string",
17. "subject_id": "string",
18. "subject_name": "string",
19. "teacher_id": 0,
20. "teacher_name": "string",
21. "site_id": "string",
22. "site_name": "string",
23. "building_id": "string",
2. "pbuilding_name": "string",
25. "update_time": "2015-01-01T00:00:00"
26. }
27. ]
FEARETIR [E]:
IR [B]:5 ¥t EA:
WL it 1t
id string  R3FX&KEI
type int iR 1B, 2- HR , 3B
week_info long FUER(Z2tHIERTR)
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A4 FAMinDocHaiE- 149 -

F
]

string
string

string

string

5

long

BITEH

init

UiEA

Y5SRZEHAY ¢ application/json

httpBMX#R Sk
hmac %4

A ~ID , AR5 EHRIRARS WA A sdp-
app-idSHCREA R

BAE B

F#ld


http://%7Bapi-gateway-host%7D/ct/timetables/grades
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/api_hmac
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/get_appid

KRR FRIRIER

W& BRI FEE HAE WA
term = string AT ESHA
week 2 int I
grade &= long TR
PN j&@;’gﬁ& : 1"%& y 2'J:-\L% ’ 3‘%@2 ’
type & long .
[ £5B
IR [E] 741
IERfEIR [E]:
1. [
2 {
3 "grade": "string",
4 "grade_name": "string",
5. "class_id": "string",
6 "class_name": "string",
7 "timetables": [
8 {
9. "id": "string",
10. "type": 0,
1. "days": 90,
12. "lesson": @,
13. "course_id": "string",
14, "course_name": "string",
15. "teacher_id": 0,
16. "teacher_name": "string",
17. "site_id": "string",
18. "site_name": "string",
19. "building_id": "string",
20. "building_name": "string"
21. }
22. ]
23. }
2. 1]
AR @]
IR [B]:5- ¥t EA:
W& it WA
grade string FR
grade_name string IR A TR
class_id string  BEZRID
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WESKURL:

BITEH

init

o http://{api-gateway-host}/ct/timetables/schools/{school_id}

ERA
o GET
NEA :

« HMAC

VRIS W, FF AT & APIIIATE LA

ERK
e BB
Content-Type =
Date o
Authorization £
sdp-app-id =
RS
4% BB

school_id =
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REFBORTER

e BRI HKR ZAE %A
term i string TfEFHA
week & int LA

day & int FEILK

IR [B]7R4):
IERfETIR )
o[
2 {
3 "id": "string",
4 "type": 0,
5. "week_info": 0,
6 "days": 0,
7 "lesson": @,
8 "begin_time": "2015-01-01700:00:00",
9. "end_time": "2015-01-01700:00:00",
10. "class_id": @,
1. "class_name": "string",
12. "class_type": @,
13. "grade_id": 9,
14. "grade_name": "string",
15. "course_id": "string",
16. "course_name": "string",
17. "subject_id": "string",
18. "subject_name": "string",
19. "teacher_id": 0,
20. "teacher_name": "string",
21. "site_id": "string",
22. "site_name": "string",
23. "building_id": "string",
2. "pbuilding_name": "string",
25. "update_time": "2015-01-01T00:00:00"
26. }
27. ]
FEARETIR [E]:
IR [B]:5 ¥t EA:
WL it 1t
id string  R3FX&KEI
type int BIRER  1-Big, 2- R, 3B
week_info long BEE(CE#HIRR)
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string
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WESKURL:

BITEH

init

o http://{api-gateway-host}/ct/timetables/sites /{site_id}

ERA
o GET
NEA :

« HMAC

VRIS W, FF AT & APIIIATE LA

ERK
e B
Content-Type =
Date o
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string
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http://%7Bapi-gateway-host%7D/ct/timetables/sites/%7Bsite_id%7D
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/api_hmac
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/get_appid

REUZHBAIRFE SR

e C A ) il HAE R
term 2 string FrfESHA

week B2 int LA

day & int FEILK
IR [B]7R4):
IEAfE IR E):
o[
2 {
3 "id": "string",
4 "type": 0,
5, "week_info": 0,
6 "days": 0,
7 "lesson": @,
8 "begin_time": "2015-01-01700:00:00",
9. "end_time": "2015-01-01700:00:00",
10. "class_id": @,
1. "class_name": "string",
12. "class_type": @,
13. "grade_id": 9,
14. "grade_name": "string",
15. "course_id": "string",
16. "course_name": "string",
17. "subject_id": "string",
18. "subject_name": "string",
19. "teacher_id": 0,
20. "teacher_name": "string",
21. "site_id": "string",
22. "site_name": "string",
23. "building_id": "string",
2. "pbuilding_name": "string",
25. "update_time": "2015-01-01T00:00:00"
26. }
27. ]
FEARETIR [E]:
IR [B]:5 ¥t EA:
WL it 1t
id string  R3FX&KEI
type int iR 1B, 2- HR , 3B
week_info long FUER(Z2tHIERTR)
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string
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vO.1 dev 2020-04-29 init

WESKURL:

o http://{api-gateway-host}/ct/timetables/students/{student_id}
ERAR :

o GET

NEAR :

« HMAC

VRIS W, FF AT & APIIIATE LA

ERK
e BB KR 188
Content-Type = string ESKZEAY - application/json
Date B string  httptMXArAEL
Authorization £ string hmac &4
. = . WA FID , BHEEERIARS WV ) sdp-
sdp-app-id = string ] IR
app-idSFEREUA =
RS
e BRI KR AE B
student_id & string =4 |D(fEpath_L)
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REFAERIRFER

W& BRI FEE XAE W
term 1 string [geacatt:
week = int % JLE
day & int FEILK
IR [B]7R4):
IERfETIR )
o[
2 {
3 "id": "string",
4 "type": 0,
5, "week_info": 0,
6 "days": 0,
7 "lesson": @,
8 "begin_time": "2015-01-01700:00:00",
9. "end_time": "2015-01-01700:00:00",
10. "class_id": @,
1. "class_name": "string",
12. "class_type": @,
13. "grade_id": 9,
14. "grade_name": "string",
15. "course_id": "string",
16. "course_name": "string",
17. "subject_id": "string",
18. "subject_name": "string",
19. "teacher_id": 0,
20. "teacher_name": "string",
21. "site_id": "string",
22. "site_name": "string",
23. "building_id": "string",
2. "pbuilding_name": "string",
25. "update_time": "2015-01-01T00:00:00"
26. }
27. ]
FEARETIR [E]:
IR [B]:5 ¥t EA:
WL it 1t
id string  R3FX&KEI
type int iR 1B, 2- HR , 3B
week_info long FUER(Z2tHIERTR)
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ERA
o GET
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Content-Type =
Date o
Authorization £
sdp-app-id =
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http://%7Bapi-gateway-host%7D/ct/timetables/teachers/%7Bteacher_id%7D
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RECEIMAIRTEER

W& BEMNm KR XAE W
term 2 string FrfE=H7
week = int % JLE
day & int %ILK
IR [B]7R4):
IERfETIR )
o[
2 {
3 "id": "string",
4 "type": 0,
5, "week_info": 0,
6 "days": 0,
7 "lesson": @,
8 "begin_time": "2015-01-01700:00:00",
9. "end_time": "2015-01-01700:00:00",
10. "class_id": @,
1. "class_name": "string",
12. "class_type": @,
13. "grade_id": 9,
14. "grade_name": "string",
15. "course_id": "string",
16. "course_name": "string",
17. "subject_id": "string",
18. "subject_name": "string",
19. "teacher_id": 0,
20. "teacher_name": "string",
21. "site_id": "string",
22. "site_name": "string",
23. "building_id": "string",
2. "pbuilding_name": "string",
25. "update_time": "2015-01-01T00:00:00"
26. }
27. ]
FEARETIR [E]:
IR [B]:5 ¥t EA:
WL it 1t
id string  R3FX&KEI
type int iR 1B, 2- HR , 3B
week_info long FUER(Z2tHIERTR)
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days int AJL

lesson int BT

begin_time string Fraa65(a] : B A& AHH:mm:ss
end_time string £EEIE] ; BEA& S AHH:mm:ss

class_id long HEZRID

class_name string IR EFR

class_type int PELRZERY « 1-1TIRIE |, 2-W4R BT |, 3-FHFt
grade_id long FELRID

grade_name string  FREZFR

course_id string  RFEID
course_name string  RFELFR
subject_id string +#Hd

subject_name string R FR
teacher_id long ZUMmID

teacher_name string M4

site_id string 1Zhld
site_name string 173 4 R
building_id string D

building_name string BRI ELFR

update_time string EBRIE]
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WESKURL:

o http://{api-gateway-host}/edu/schools/{school_id}/terms/actions/get_all
ERAR :

« GET

NEAR :

« HMAC

VRIS W, FF AT & APIIIATE LA

ERK
e BB KR 188
Content-Type = string ESKZEAY - application/json
Date B string  httptMXArAEL
Authorization £ string hmac &4
. = . WA FID , BHEEERIARS WV ) sdp-
sdp-app-id = string ] IR
app-idSFEREUA =
RS

S BELR XK ERIME B

school_id £ long FHRID(fEpath_t)

A4 FAMinDocHaiE- 165 -


http://%7Bapi-gateway-host%7D/edu/schools/%7Bschool_id%7D/terms/actions/get_all
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/api_hmac
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/get_appid

RECAR TR

IR [Bl7RA5:

IERgRR A

"id": "string",

"name": "string",

"academic_year_name": "string",

"start_time": "2015-01-01T00:00:00",

"end_time": "2015-01-01700:00:00",

. "is_act": 0,
10. "is_apply": 0,
11. "school_id": @,
12 "num": @

13. }

14. 1]
FERENR[E]:

IR [B] S H0UER:

2%

id

name

academic_year

academic_year_name

start_time

end_time

is_act

is_apply

school_id

num

A4 FAMinDocHaiE- 166 -

1
2
3
4
5. "academic_year": 0,
6
7
8
9

it
string
string
number
string
string
string
number
number

number

number

Yt
R
AR
TE
FELIR
FFaaE[A)
£ R [A)

EAYIFI1Z0RE]
BB URAFR1Z0RE]
FRid

FSEaR—FFENFH)



IRER A

RERERANFRA
TR
o FRERERAEHA
FEORRA :
RAS  #IEA  HIEBH BITHHRA

vO.1 dev 2020-09-15 init

WESKURL:

o http://{api-gateway-host}/edu/schools/{school_id}/terms/{term_id}
BRARN

« GET

WIEA :

« HMAC

VRIS W, FF AT & APIIIATE LA

ERK
e BB KR 188
Content-Type = string ESKZEAY - application/json
Date B string  httptMXArAEL
Authorization £ string hmac &4
. = . WA FID , BHEEERIARS WV ) sdp-
sdp-app-id = string ] IR
app-idSFEREUA =
RS

S BELR X RIME W

school_id £ long F#ID(fEpath_t)

A4 FAMinDocHaiE- 167 -


http://%7Bapi-gateway-host%7D/edu/schools/%7Bschool_id%7D/terms/%7Bterm_id%7D
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/api_hmac
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/get_appid

REREASEH

¥4 BRI KR AE A
term_id 2 string #HAID(fEpath_L)
IR [B]7R451:
IERfEIR [E]:
1. {
2. "id": "string",
3, "name": "string",
4. "academic_year": 0,
5. "academic_year_name": "string",
6. "start_time": "2015-01-01T00:00:00",
7. "end_time": "2015-01-01700:00:00",
8. "is_act": 0,
9. "is_apply": 0,
10. "school_id": @,
11. "num": @
12. }
FERBTIR [E]:
IR [B] ¥ EA:
W% i) 15tHR
id string PR
name string WK
academic_year number S
academic_year_name string FELZFR
start_time string FFa40TE)
end_time string 2L SR [A)
is_act number EAYUEIFHEI120E]
is_apply number  ERYFHBEFKLEOR]
school_id number ZFid
num number  FSFEE—FEENFH)

A #4{E FAMinDocHaiE- 168 -



T XK

1THX K

ARIRIPRE {37 24 TR A T R
ATEUX K RERFATIEIX KB 13%
ATEX K- R RATHX 3 12=

A4 FAMinDocHaiE- 169 -



RAEIPRE L 24 BT HX A TIUX K

FRIJEIPRE (o 24 BT A X B TIRUX &)

AR

o ARIRIPRE (i 4 AT A TIUX K

FORRA :

BRES HEA HIERWY

vO.1 dev 2021-04-09

WESKURL:

BITEH

init

o http://{api-gateway-host}/k12/areas/actions/get_current_areacode

ERA
o GET
NEA :

« HMAC

VRIS W, FF AT & APIIIATE LA

Bk
¥z R WM
Content-Type =
Date poss
Authorization £
sdp-app-id z
BEKESE:
IR B 7~ H:
1ERfRTIR [B]:
1. [
2. {

A4 FAMinDocHaiE- 170 -

F
]

string

string

string

string

UiEA

Y5SRZEHAY ¢ application/json

httptf bR Sk
hmac %4

A ~ID , AR5 EHRIRARS WA A sdp-
app-idSHCREA R


http://%7Bapi-gateway-host%7D/k12/areas/actions/get_current_areacode
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/api_hmac
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/get_appid

FRIEIPTE 132 24 AT A X A1 TR X K

3. "area_code": "string"
4. }
5. ]
FARAETIR O]
IR [ S%505 A
W& Eit) Wt

area_code string 1T X X4mRE

A4 FAMinDocHaiE- 171 -



REFATEX RIF13R

REFATEIX X313

AR

o BRELFATRIXKIZIZR

FORRA :

BRES HEA HIERWY

vO.1 dev 2021-04-09

WESKURL:

o http://{api-gateway-host}/k12/areas/{area_code}

ERA
o GET
NEA :

« HMAC

VRIS W, FF AT & APIIIATE LA

ERK
W4 BB

Content-Type =

Date poss

Authorization £

sdp-app-id z
Eks

S8z RPN

area_code =

A4 FAMinDocHaiE- 172 -

F
]

string
string

string

string

S]]

string

BITEH

init

UiEA

Y5SRZEHAY ¢ application/json

httpBMX#R Sk
hmac %4

A ~ID , AR5 EHRIRARS WA A sdp-
app-idSHCREA R

BAE B

1TBUX R YwAL(1Epath k)


http://%7Bapi-gateway-host%7D/k12/areas/%7Barea_code%7D
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/api_hmac
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/get_appid

REFATEX RIF13R

UiAA
ST
TR B FR

ITHXIER

1R [B]7R451:

IEAfEIR [E]:
1. [
2. {
3 "area_code": "string",
4. "area_name": "string",
5. "level": 0,
6 "id": "string"
7. }
8. ]

FEARRTIR ]

IR [E] 2%t ER
¥4 i
area_code string
area_name string
level int
id string

A4 FAMinDocHaiE- 173 -

Xighid (£HZRid)



RFATHIXF 3=

IRATHIX XI|F1|3%
W

o RFATHXRIZIR

FORRA :

BRES HEA HIERWY

vO.1 dev 2021-04-09

WESKURL:

BITEH

init

o http://{api-gateway-host}/k12/areas/{area_code}/parents

ERA
o GET
NEA :

« HMAC

VRIS W, FF AT & APIIIATE LA

ERK
W4 BB

Content-Type =

Date poss

Authorization £

sdp-app-id z
Eks

S8z RPN

area_code =

A4 FAMinDocHaiE- 174 -

F
]

string
string

string

string

S]]

string

UiEA

Y5SRZEHAY ¢ application/json

httpBMX#R Sk
hmac %4

A ~ID , AR5 EHRIRARS WA A sdp-
app-idSHCREA R

BAE B

1TBUX R YwAL(1Epath k)


http://%7Bapi-gateway-host%7D/k12/areas/%7Barea_code%7D/parents
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/api_hmac
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/get_appid

RFATHIXNF 3=

UiAA
ST
TR B FR

ITHXIER

1R [B]7R451:

IEAfEIR [E]:
1. [
2 {
3 "area_code": "string",
4. "area_name": "string",
5. "level": 0,
6 "id": "string"
7. }
8. ]

FEARRTIR ]

IR [E] 2%t ER
¥4 i
area_code string
area_name string
level int
id string

A4 FAMinDocHaiE- 175 -

Xighid (£HZRid)



B

AT ERTMREMBEN AEE=AT K, AT KHERHENONEIIRETK

A4 FAMinDocHaiE- 176 -



LRLRLEM

ARy A

IR
SFRLRLRLERED 7Y HE A

FEB MEMER

MERNE

#h L

FEVIHA

Hith

FIR
DS it
Hid long
i) string
L HFR string

FE FAEMEBIE  list<string>

FREER
R KAl
Fid long
&1 Rid long

A AY{E FAMinDocHaiE- 177 -



LRLALEM)

R it
7S string
H4 string
= string
—NFRAEZANEER
i

R it
2 Hid long

BT Rid  long

#BiJid long
B4 7N string

— BB L]

m
DS it
#Umid long
I=s string
e R string
MR gender MZ B , &, K&

FT#EERIJid  list<long>

A4 string

— A EBIBON B Z A HUM

1R

A4 FAMinDocHaiE- 178 -



LRLALEM)

Tk it

FHid long

FLRKid long

ANFEH int

Bedb4F4y  int

ZFR string

G2l int

FEX 1 ES

— NP S MER
HitR

3% eSSt
F4Rid long
Yi2kid long
YRR A FR string

BEF{FIDSIR mZ = WABRE—A  list<long>

FRTEEL MR
FH
i it
Hikid long
FHid long
U #R string
A gender % 5B, &, K&

"

string

R R4{E FAMinDocHazE- 179 -



LRLALEM)

R i
S string

FEEE string

BES int

HREFEN$E
KK

FKid  long

MR gender & B, &, KA

|7 string

a4 string
REFEXR

R i

FKid long

F4id long

EATRAR M 85K AUF Hth 55 0 B i

ZA#4{E FAMinDoc#HaiE- 180 -



PREE

EREHE

AR
BRED S BIREEHRR

el

Yghd  string

ZFR  string
E20Y)

xR

id string

ZFR  string
AR

iR i

Fiid long

WHRFEid  long

##Hd  long
#Htid  long
B R string

FH
i it
F#Rid long
ZHfid long
&SN int

R R4{E FAMinDocHazE- 181 -



PREHE

i) it
FHiaR(A] date
ZH R AR date
BFR string
F4 int

EEYFY  bool

EOHBAEFH  bool

BIMRFER AR
R it
Zmid long
WRFZid  long

BITHERRFER R S B BUMRFE XA BEM AR ik
R it
#mid  long
hAzid long
HiZRkid long

#Hid  long

R R4{E FAMinDocHazE- 182 -



MR, ¥iEmE

MR, ¥iERa

AR T BN AW EFEAMBUEENH B EEATFAMFSE =N AEMRUL A%
L INGEIE T NDFES

. BEAEAMTSMEETARR (G—KS)
. AR BIBIET A T CREIMEET A

A R4{E FAMinDoc#HazE- 183 -



R %R A

N FR& A%

DRirE

BRIEMSRAE TEM IUREBRERARLET  CAE. XUT SUSNRBFRL , BB AL , (mE
MRARGA AL, £ERGMIDETIRITNEE , WSEAEE , TAMEISR—HMKSHEC. BURENE , MEAREE. %
it TR

EWERT , FEF—ROBEEENT AR — N EFENANEEN BTo— L8l ; FFEARGSE MRS s+
O, HFFBATAARMERA NN ESR & =77 N FThAEE AR A TR SRR e—5AX.

fRIRTTR
FFAHIFERD , Ak, IR TBEHEWINIIRTE , BFEMRYAER. KSE—SEARRE.
o REVARARBERRAAR  AVAERE, Wiz, HRAAE, £32. TR, SREITSRATESIEEHE.
o IREBRHERIOAUth2. ORANINY , MREBEEN T A SR =AM ARG — kS EHEINEE.
o RECVERIEEMBEE  REZFRAKBER , EREFANBEZMGE—— O E—SIERBUE. BuE7MR,
o RUSE—MRFTERS , THEEATA. F=ANAFR FREEDAENAIEORERTA.

o REHEVANSE—ER
o RU|NBAARG—ER , ARAFNEZANARNERRER

VR AR

o FENNBMEIEN RSN AR
o NARREENGEATTS L [ ST
o BEEMEUE. BURTFREANEIET SN A B AuEED

A4 FAMinDocHaiE- 184 -


file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/introduce1
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/application
file:///tmp/calibre_5.23.0_tmp_9qxo5z76/3n_eda5t_pdf_out/edu_data

HiRR A

WiER S

des=
B3R

ERENHBEENTFAMENNYBASTARENLERFEERNE , FEBBEEM]. EREASTZETE
MEPHFR, EFEH. SMHEIFR.

BENEHNSHEEENTAT , ZAEBENANER. KSERER ; BEAAMNBE CHRELENMRIFE.
P ES
BT BIERLE 7T E VR AR 55 _E3r oy A

- BURMIERE | BERRE= IV ASERATAZANRNIERE. FREREMIRRN (KBR) . B5FA.
IRERBR,

o SR, NRBIERE (KMUR) | BRI ST R ARE. AR, RIS SRR keI
R, G HFER. BRERLREMSUERA (GB. TBR) . MMIRRE. MABTHEK (6% , KEMIR)

ERBIRRE

o BEIFMFAREEN  IROUELAP., (BRMURETIR, FREMBIR, FRHERE. FRUIRER. ArRrSHER)
o GE—APHAIESANEET] |

DER. NHEREURATE. (RER)

A4 FAMinDocHaiE- 185 -



FRE

FIRE

o ARMEEARE LEIXMEIR

A4 FAMinDocHaiE- 186 -



IR SSLIFH

IRA2SSLUEH

SSLEkFRSecure Sockets Layer (REEHZE) E—FNERAR , EFEweb RS AVHEMAAE LURRIN TR < BRI H4E
. At BRtEweb RS AR EIRSSLIES |, I E AT L HAR N SERs A~k A= S EIAR.

HTTPFIHTTPS

HTTP£#RHypertext Transfer Protocol (BICAEMTNY) BT UASCAFE I EIEMFE RS 28 KX FNNIERE |, BN AR/
% webTamE , MM{Edtinternet EAIIE{S. HTTPS£#R Hypertext Transfer Protocol Secure (BXAEMILTLTNN) E—Fhins
EHE , FABRERS HZAIRSHEMBUE. X MM Z BHNX T SSLEBRFLE.

B, RN TRATARSSL , HARSSLES ?

SSUIEBHANTLSUES | @—FHFIES , ER NS MESUEA B RE S ARSI , B , M P webii]SEas
MIRE_EMAERFHEES, BKRRE, ISR SEELAEEN | XEEEMSMHTTPSINERMA A REEHE!
R L , EEPEEEATTRARIFGIEE. WA FRHE—AT2RIRESRIRRREE | BRI/ EUR S

B,

CAtLMR T4 ?

CAHMIR (4 ? CAHMFL R SSUERHZLEERYM , BFRFAEDTEZEENBEZT , KERRARERREIEMNTRIE.

TEEFECAMNM Z AT —EBZ XTI MEDE ERR , SSUEREFHEEFNENMAIES , CAIMIEEERSITA
FE—NTHEZNAE , RRERNBAEPIMIRL . SRR , BEWEBTRUSTEFMAEEM D2 X, FECAHAMN
B3RET.

W 1/ B CARUAHH : GlobalSign

WEEHTTPSH) R A

AT WREZMBLE , ERHTTPSYNXEAX EMKEE , BAETTURSMERKFTERIE. AT Chrometh 5317 —I0
WERNRERE , R—MNERIRASSLES , ERILIHANC A T TL",

HTTPSETAEEMSI L. TiRE BASEERA MR TR RIS, 281 , MB0IFEVIR— DN ESAMC A TR L
MITAET , RIAFEERNMEE , E=EMET.

SSLAIER 2

BRSSLERBFL MR | (BENE KA ML IR EEESSLED. HPSSLERMHAHE MAMERE AL KITEMENIL,
RARESSLES , CAA TR — MEREHNEL TR EENSY , FEAFRANEM , NG T SSUEH
BIARA, BIEEEER , ATHINSSUERRER | BN KCATMHER S 3ESSLIES, AMSIAT B—Ma , BA%ksk , Re%R
HXRIR | SFESHELCAMFF B HRERREANS S | SHEMHNEMIh AT RIERIENSSLIER. X7 BARIEMUEH
BREE , NS BSY XA RCANMIEE TR EMIRE.

Mg Z LT/ NE | HA— N NI AEA T RETR R R R AT BER. SMEHIREMEEACARAERRMUMENE , T

WAANERBAWHTEN, FAMUFLRGIERIKGDCAX R IR S FIREE MEAMR S L Mk REGFEZIRK , ANERAS
AR EEMETLEIR | EEFARSRARENEFNERSHHTEE  REZHHEET , AR REM

BRI,

R R4{E FAMinDoc#HazE- 187 -



What is the SSL Certificate Chain?

What is the SSL Certificate Chain?

There are two types of certificate authorities (CAs): root CAs and intermediate CAs. In order for an SSL certificate to be trusted,
that certificate must have been issued by a CA that is included in the trusted store of the device that is connecting.

If the certificate was not issued by a trusted CA, the connecting device (eg. a web browser) will then check to see if the
certificate of the issuing CA was issued by a trusted CA, and so on until either a trusted CA is found (at which point a trusted,
secure connection will be established) or no trusted CA can be found (at which point the device will usually display an error).

The list of SSL certificates, from the root certificate to the end-user certificate, represents the SSL certificate chain.

Example of an SSL Certificate chain

Here’s a practical example. Let’s suppose that you purchase a certificate from the Awesome Authority for the domain
example.awesome.

Awesome Authority is not a root certificate authority. In other words, its certificate is not directly embedded in your web browser
and therefore it can’t be explicitly trusted.

« Awesome Authority utilizes a certificate issued by Intermediate Awesome CA Alpha.

« Intermediate Awesome CA Alpha utilizes a certificate issued by Intermediate Awesome CA Beta.

« Intermediate Awesome CA Beta utilizes a certificate issued by Intermediate Awesome CA Gamma.

« Intermediate Awesome CA Gamma utilizes a certificate issued by The King of Awesomeness.

« The King of Awesomeness is a Root CA. Its certificate is directly embedded in your web browser, therefore it can be

explicitly trusted.

In our example, the SSL certificate chain is represented by 6 certificates:

. End-user Certificate - Issued to: example.com; Issued By: Awesome Authority

. Intermediate Certificate 1 - Issued to: Awesome Authority; Issued By: Intermediate Awesome CA Alpha

. Intermediate Certificate 2 - Issued to: Intermediate Awesome CA Alpha; Issued By: Intermediate Awesome CA Beta

. Intermediate Certificate 3 - Issued to: Intermediate Awesome CA Beta; Issued By: Intermediate Awesome CA Gamma
. Intermediate Certificate 4 - Issued to: Intermediate Awesome CA Gamma; Issued By: The King of Awesomeness

. Root certificate - Issued by and to: The King of Awesomeness

o O W NP

Certificate 1 is your end-user certificate, the one you purchase from the CA. The certificates from 2 to 5 are called intermediate
certificates. Certificate 6, the one at the top of the chain (or at the end, depending on how you read the chain), is called root
certificate.

When you install your end-user certificate for example.awesome, you must bundle all the intermediate certificates and install

them along with your end-user certificate. If the SSL certificate chain is invalid or broken, your certificate will not be trusted by
some devices.
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#%zhim (Android) FEA

#% 3N (Android) HEA

RS

FriE &  Android Sz FBHE N\ F5F9
A
13NN FARITY

BRTR HEAN B EARE AT U

ERBARE

HHEEBERT,
op://f4?type=pkname
2N : op://com.nd.hy.ele.startb?type=pkname

{fAschemeANE8N (HFER)

scheme 7 B E launch_ur 1EEE A -
op://scheme_url?type=scheme
40 : op://example://com.nd.hy.ele.startb/ActivityDemo5?type=scheme

BXE3 , BahappitsE WH.

BAcE launch_urlBCER @ op://B%type=explicitdpage=TAHE %
AN : op://com.nd.hy.ele.startb?type=explicit&intent=com.nd.hy.ele.startb.MainActivity2

[ 25 , BEhappiIiEE A,

f&=(ECE launch_urlECE A :
op://f4 type=implicit&intent=TREKIAndroidManifest. xmlF Xz fjaction4
40 : op://com.nd.hy.ele.startb?type=implicit&intent=android.intent.action.qidong3

2.JaeficE

TEEERY , 5%

EIFRCFAREREN AR

3B RERIF
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#%zhim (Android) FEA

BRI AR asiR el & E Eiiticket BIEANNE , TARBAAEF, BEEALE
1. “FFRTF& BiEmac tokenFKERE BT SIE 2 ticket
2. BN A = T A Bkt 5 = 7 N R URLIS 3B I BT S E ZHEticket

3. B =N il T ticket s IDP#EL/) 4 ffaccess_token
4. F=F NV FAEiTaccess_tokeniERFIFAPI , 2RI 525

SEIRY : FELoauthfticketh] X304
2

o %3NV Alaunch_url &Aticket=${user_ticket}dy I8 , RANTEIREUticketH R H (LB 2 [F3happ.

o A{AERticket—A f{uc-gateway}/v1.1/get_ticketiREUIGET &g S ticket(post 153K , S¥CAT , (BEECEFEMGR—NT

B}, ARIRES).
o FREREticketZ fE¥AREE IR BundlectLi 2l fE 30 app.

Bundle bundle = new Bundle();
bundle.putString(ticket, "user_ticket");
intent.putExtras(bundle);

o app/EFNTET HEbundle BB HZ , FENEEbundlesh 2 A4 Aticket

Bundle bundle=intent.getExtras();
if(bundle!=null) {

String ticket = bundle.getString("ticket");
}

o JEdticketZ kR access_token, (EEEWNBXMREMIAPRIRRS 2 , AT RZAAMER , FANKBNEN

client_secretfI3KELE|Kaccess_token k) 7 L HNV (R FE RS %)

1. FEAIE LB applr s, AU E #E A%k access_token,
2. EEAFRTEAREEM T app, #Elclient_idFiclient_secret
MW FIID : d11bd323-3d76-47eb-968c-36851184372a
%248 © acdb976339814436995d39bab 873960
3. VAR#O {uc-gateway}/v1.1/0auth2/access_tokeni@id ticket#kHRaccess_token
4, FRERE|T access_tokenz ERATEAGALE, RIRFIR{ET FiFraccess _tokend®H,
5. e AiB i access_tokenEFHEA {55, {uc-gateway}/v1.1/0auth2/get_user_infoikERF PEAEE

%22 DEMO

https://github.com/kinglong123/appStartup

SRR

. EFRFARARENATERE
o FFCFE B
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F 3 TE S ERA
1. FIX R R BRI
. BEESRE

FEORRA :

BAS HEA  HIEBWY BITE

vO.1 dev 2020-12-31 init

VESKURL:

o http://{api-gateway-host}/learning-activity/user_datas/user_study/search/user
ERAR :

o POST
ANEAR :

« HMAC

VEARTT 5 W, FFACTE & APIEILAVE SR

Rk
W% BRI HKR 1584
Content-Type = string ESKZEAY ¢ application/json
Date 2 string httpMXFRHEK
Authorization 2 string hmac &4
. = . WA FID , BHEEEFRIARS WY ) sdp-
sdp-app-id i string e
app-idZHERE A =
ERSH

| S804 | B B IR SR BN E [ B
|body |f2|UserStudyDataSearchParam||{¥ & 54|

UserStudyDataSearchParam
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FIEEBIEERO

2 REBWIMR %8
offset & int
limit & int
object_types b= array
name S string
update_begin_time i date
update_end_time & date
sort & string
tenant_id iy long
project_id & long
context_id & string
object_ids & array
status & array
required &~ int
user_id £ long
IR [B] 7~ 451
IETfEIR [E]:

1. q

2. "total": 0,

3. "items": [

4, {

5. "id": "string",

6. "user_id": 0,

7. "sdp_app_id": "string",

8. "timestamp": "string",

9. "domain": {

10. "object_id": "string",

"object_type": @,

"start_time": "2015-01-01T00:00:00",

"end_time": "2015-01-01T00:00:00",

A #4{E FAMinDocHazE- 196 -
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ViEA
SWERS| ZIAO
FHE BAL10K

FIAX R IR
[100102,100103]

FIAMREHIR , IFEME M

BRI IAETE] : A& yyyy-MM-
dd HH:mm:ss

BATRLEREE] : 2 yyyy-MM-
dd HH:mm:ss

HERF |, \"x desc\”

FLAHRIR
WS HE PR
EFX

S HEHTIR
e
RELE
FAfid
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14. "complete": 0,
15. "complete_time": "2015-01-01700:00:00",
16. "enrolled_time": "2015-01-01700:00:00",
17. "passed": @,
18. "passed_time": "2015-01-01T00:00:00",
19. "progress": 0,
20. "duration": 9,
21. "total_period": 0,
22. "extra": "string"
23 }
2. }
25. ]
26. }
FERATIR ]
IR [E] %50t EA:
sHE KR WA
total long B

items UserDataVo P AATUBEIE DK

UserDataVo

¥4 it 1tEA

id string LERIR

tenant_id long PR

user_id long A FRR

sdp_app_id string v SRR

sdp_biz_type  string N2l

sdp_org_id long ZAZAFRR

timestamp string £ER KA AT(8]

domain UserStudyDataVo  4TUs¥UE

project_id long b &FH FARIR (projectld)
UserStudyDataVo

¥4 i 1t
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¥4 it 1t

object_id string  FEIXFRIFR
object_type int FI NG5 A
startTime date Fraa5 ) B a]
endTime date & fas S a)
complete int AR
completeTime date ST Ak [E]

enrolledTime date ¥R 4 B[]

passed int BREIT

passedTime date B RE)

progress int BPE-HK100001%
duration int F S E) (D)

totalPeriod int ZITFER ()40 3H fRA K
extra string JRBEE
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